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Executive Summary
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Chapter 1. AMO2| 7H8
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Chapter 2. AMO Market

i 2 &0i217t o|2lE Y= H=@ CARDATA 72| A28 25
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Figure 4. AMO Market & AMO Coin Economy
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2.1 AMO Market SZ%t 22|

HZE HolE= 22k S52| HAo w2t 7|7t ZEPE[n HefEct.

AMO Market2 =FHMQ 7|&s 0|88 +H2 O[HBAXSO| EXst= ASA HEiA HEts ZHdstaxt ottt AMO

Market2| S#&l2 CAR DATAS| AHA KNIt XMAESH HAO|CH XSA O|8X, HMZAL #3H MH|A HMIX & AtSAHe
ZAE ZE O[S HAXE F+FEX| CAR DATAE At H|O[E o 7kX|0f et MESH Eag ST}
— Market Participant — — AMO Market — — Market Participant —
Automobile User Automobile Manufacturer
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AMO Mobile Wallet
s obile Walle AMO
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Infrastructure E CAR DATA CAR DATA E
Mobile Devices Automobile Platform
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AMO Blockchain Service Public
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Cars

Figure 5. AMO Market
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DATAQt O|E 2At 7t&%F Processed CAR DATAZt HeHEICh HO|HO CHet 7HK&= =22 559 |FS
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2.2 AMO Market XE0{X}
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2.3 AMO Blockchain

—

AMO Blockchain® CAR DATAZ2| #Zta} 74a2ljof] 2|2 3tEl E24|Ql0|C},

AMO Blockchain® Market &O{Xt ZE7t &OSE HEQIOCH /HEN FHE ELOh AMMNO=Z JZICHH otz d3af
Z0| 2E Market &OIXI7} &#0lstD 3 /tE HERT HEHZE EHEICH
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AMO Mobile Wallet
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AMO Blockchain
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Market Operation Policy

Data Policy (ex.Normalization Policy, Data Pre-Processing Rule)
Software & Version Information

Security Palicy

(ex. Sensitive Data Classification Policy, Privacy Preserving Policy)
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AMO Platform Market
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Sensitive Data
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V2X Data
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Figure 10. AMO Wallet
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2.4 AMO Platform
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— Market Participant

Automobile Manufacturer
Automobile Service Provider

— Market Participant — AMO Market —
Automobile User
AMO Platform
Qperation Policies, CA, QOperation Policies,

CoinManagement,
Metric Management,

Data Policies,

Data Policies,
Security Policies,

Security Policies,

AMO Blockchain Node Software, Node Management, Software,
Key & Certificate, Key & Certificate,
AMO Auto Wallet
AMO Mobile Wallet
Data Data

r
v
ry

AMO Blockchain

Figure 12. AMO Platform & Data Flow
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AMO MEfA= AMO FQI(AMO Coin) Ol2tE Tt REZIE| EES FTHoE 2FECL ZE ZX &52 AMO 222
Sl O|RO{X|H, HOXtE=2 MEfAO| 7|0jstn HEodS 255l= SA0 5T AQAS X EA AMEF = At
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B E: KAIA (T Klaytn)

S (Circulating Supply): 21,200,000,000 AMO

F1- 202414 128 31282 G5 2 220/ L0, E Lt

Rkl

rk

relste X2

fjo

o =1 O -

X|Z FA (Wallet Address)

OxEDd7217c629e0A7A2645Eae53888f6D2114Df516

0xa26AA1a5bB707C272FBB40C16f8AF737Db1FB2dC

0xD6a865Fa7BE7Cec3dD24809520ca1Fb891509696

0x2Ab0662Ef074F33A249526E1f09cB5e€569822698

0x220FDf22B33Da23d723Bc8AF46E2eCa9bC279025

0x8Aec59145E15a3C35257BB9e4bc0235c3666C684

Ox1ab5561e2F27Fe5cB965476A4AfB8A76cBBf092E

0x952701B8504606D1242b0048eBFB7FB8f4bd31D7

0x9dd4C9a6e743EFA4fe841C994d8aAD15557F94d6

0x53e25BC26AFb2ED11Fce33dE32aD783E98F84ac0

0x84ED61b9115ab8849F0bD590Beb1E7eC5a320e32
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o = g&=0/}
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Chapter 3. Technical Details

3.1 CAR DATA +%

Arsatel A28, HIEQR, o{E2|#H[0]440|A In-Car, V2X Data¥ User Datas 3 etC}.

Connected Car, ®7|X} (Electric Vehicle), AFSAt L AOFE ZEX|(In-Vehicle Infotainment) 7|&2| W2 w™Moz Xt&
(Autonomous Car)= 0|0] HAMSIZ|RACE AMO MarketOl Al 2 El= CAR DATA= AFM|ICH XFE2FAXIQL Smart Car2 2
A 2HE0M LSt 25 HO|HE ZEgotC}

Connected Car

Electric Vehicle Autonomous

Car

Smart In-Vehicle Infotainment

Infrastructure (Smart Roadway, Smart Grid, ...)

Figure 13. CAR DATAO| E3lel= XEA 7/= ¢

Layer Data Example

Traffic information
Connected Car Network V2X Data Communication information
Location information

Vehicle maintenance information
Electric Vehicle System In-Car Data Charging information

Battery information

Sensor detection information

Data usage

Location information
regarding applications
Billing information

Smart In-Vehicle Infotainment Application User Data

Figure 14. CAR DATAV] ¥ E8l5/E= A& 7= B¢

AESAH LHE == XFSA AHMC] HEQl In-Car Data, 4 HIO|E{Q V2X Data, J2|11 CtEsH OfE2(AH0|M O] O] 2l
User Data, O|&7| 37tX| &2 HIO|HZ F+HEICt
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V2X Data In-Car Data User Data

External

m..&l)

\\ Pedestrian

Figure 15. AMOOJA{S| CAR DATA H¢/
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D e |

e V2l (Vehicle to Infrastructure) : AFSXIQF =2 Q= 7t9| 4l ex. MO Z HH = AT &
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I

SO, T8 A7, &%
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= =

I =
- O

3.1.1 CAR DATA $%Z!9| st

AT HEAH Al QIO AW £ EX AZ

I

7|Z=9| CAR DATAE 1% 2 OlAM siiet MHIA KMSAHO ClsiA 3] HMsteoz
0|2E 0|QCt 0] 22 HMEEl= CAR DATAE= AKX CAR DATAS| AQFQl XtZKl O|Xt0|A OFRd ZHX HAHQ|
FO|X|X| o0, XSkt O HA| XHAIO| AAMBH CAR DATAZF 2XE 74X 7} QUCHe AMM S UX| RaiCt 1 ZADf XHsA
O|&Xt= CAR DATA =TS 9Iot ofifst =3z J|20[X| %1, A H=EAL, 2H3|AtR 22 AtaA #E MH|A HISAHs
AMZ|A Q= CAR DATAE 2EY £ QOO E XK XHOZE CAR DATAS MAMSIZ{L}, M 9l ME XA 52 E3 CAR
x
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o=
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Processed CAR DATA

Unusable Collected Data CAR DATA
| |

Current Car Data CAR DATA in the AMO Market

Figure 16. AMO Market 0|% XJ&A} LfOJE[S] 2& 9 LO/E &

CAR DATA =T sl H/w, S/WH HotsS HISSCE ASAHe| LIS OoA HMSt= CAR DATAE LCHE2| F7HA| o=

«  AMO Mobile Wallet™M& 0|23} Rst= g
AMO Data Collector™E X+SXt Q| OBD-Il THAtO| ZE*3t0f CAR DATAE T TtCh =TTt CAR DATAE O|EXt9|
AOEEOCZ MAED, AODEE0N MXE AMO Mobile Wallet’tM2 AMO Data Collector™7} &35 CAR DATAZ AMO
Blockchain@ 2 H&SIC CAR DATAZL ZHQIEELL 7|2 E S 2FStE HOIHE Zdstes 42, o HOoIHE =3} st
AMO Blockchain2 F&3iC},

ot

AMO Market

s

AMO Blockchain

AMO Auto Wallet

CAR DATA ﬂ
! e

AMO Mobile Wallet

CAR DATA

AMO Data Collector

Figure 17. AMO Data Collector™ £} Mobile Wallet £ 0|&2t GJO/E &
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«  AMO Auto Wallet™Z 0|83} =%st= B
AMO Auto Wallet™M2 XtsAt Lo MK &
M&SHCE CAR DATA?f JHelgELE T2y
Blockchain®2 &L},

O AtsAtel WeFolM Zdldh= CAR DATAE #+T3t0 AMO BlockchainOf|
= 87%= HOoIHE ZYdts d%, ofd HoIHE =3t ot = AMO

3.1.3 CAR DATA XZH/F & HitH

AMO Data Collector™ME& &3l =& & In-Car Datalt V2X Datas 2FFAZ HZE ADEES] AMO Mobile Walllet™M2 2
&L, AMO Auto Wallet™2 & 22 CAR DATA Wo| e HAIFEE A=3l 5t & AMO BlockchainOll Y=E HCE
CAR DATAS| Z% AtSAtO|AM Zrdot O|HIE FHE L2eb &= OO|Ee HEIHOY s MFsStE=z 0| ZX| ot
LTE/3GRt &2 Ola&4lYES &t HA[ZH 20| Attt SfX|2 &2 =TE|l= OO|E 7} CrASHX|L CHEEO| F,
24 HOlH 52 +=8Y Z% Wi-Fi 2d0M Y=ZE StALE F7F M0 MEet = 22 PEEsi= A M3
ofI’golct.
MNE =4 HlolH
In-Car Data
o ANSA 2d Y2 (A2, £=, AH §)
AMO Data Collector™ (H/W) 4E D% B (@000iel E mE)
o 4T A% I A
o XS HEf HE (AT T2k Bl 37| &
User Data
o KOS (AMEAF )
o O|8X} 7HQIYE (AL8X )
AMO Mobile Wallet™ (S/W)
+ O|&Xt fIX|(GPS) &
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* AMO Data Collector™7} &4t H&
V2X Data
e NE Mz PEE ZEDt nE YE
o HAZH nE O HHE
- XSX 7t 54 Ho|g
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3.2 AMO Blockchain #+=

AMO Blockchain2 7|12 £84¢1e| StAIHS 75t 2etS Z3lsict,

AMO Blockchain AMO Peer Storage 7|S0| F=7tE EEK|2I0|C}. AMO Peer Storagee= AAIZE +HE= &2 CAR
DATAE 28X 2 XM, 0|8, 3R/5t7| 2siM P2p HIER A 7|dtet 24 ME 7IsE A
AMO Blockchaing Td3t= Nodedf| Otzfet Z0| AMO Storage Anchor®t Peer Storage 224~

( Blocks )
( Smart Data Contracts )

mjn
4 of
N
OF
2
-
o
0
_l'_|_

Blockchain Layer

( Routers
( Peer Storages

Figure 18. AMO Blockchain Node Conceptual Architecture

Storage Layer
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3.2.3 MA<E ool

CHEol AIAE HOIHE =4 oM Mt g 4 ATt B2 AMO Blockchain2to] &3 FHOICH AIAE
HOo|He| =Xl XN&u AMZ 28 AMO Blockchain2 7|& centralized 240 M 2| TSDB (Time Series Database)?t Z2
7|52 Blockchain &0A FoASEOX} SHCE

1) HlolE 7=
AMO BlockchainOl= CtYSH 7|7|28H $=8E= AAE E1|0|E17f MEE & UCL Liop7t ohYet 7|17l 71719
FOil wet = ZoM A= +=HE52| HO|HE 4de &= A=l oA ot 7|17[0M =HE= ME COHE 44
S| HIOJE{E MetricO|2td FETICE ZF MetricHl= & AI?_ Che |§ M= H0le HA(Data Chunk)?t EXst=
O HIZ O] HIO|H HA7I SEMAY MEE|0f Hefxls XA Hjoly tH|7t EICh HO|E F3& 8|lHet Ht
2 F2&[=0 oy Fojz[el sHo= siY Hlole g3 LutHl HEE MESHH, HO|H FOfXt& oY
d39l 5 HEE Sl oiY HOIH7 R& BEE NSt JU=A| mefstn Hrgh = At

CAR DATA

oA

(device data)

/_7,_,,.—r—-"""_'7-/-/-/-77-/- /// \\\:L:-n-rw-77-777-77-777-77—"""-———-,,_77_777

Data Chunk 1 Data Chunk 2 Data Chunk 3

Chunk header

cnk_ID dev_ID Owner_ID Metcode S_time E_time Tags

{

Ox9E34fcd  OX9E34fcd User Age : 44
44452344 522470Cf4 TE G
1 253d2DE4 21234567 'velocity 1369159800 1369169800 Car : Prius
Maker : Toyota

Ecc8f708 Ecc8f708

Chunk body

TimeStamp Value
E 132 1283 547 Record
141 1142
131 1101
114 1038

Figure 20. AMO Blockchain Peer Storage Data Structure
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CIOIE{7F M=l kot AlZtnp HjO|E{e L{-EO|Ct O|ZH A Hjo|E W/ Al OFCh F7tz|= HO|E M3 LHQ| ShLto
O|MIEE | ZE(Record)2td oL}
AMO Blockchain®| H|O|E F+Z=Qt 7[E0| AFEEIEH MySQL 2| 2tAH U O|E Hf|O|A(Relational Database)2| 748
2 H[WSHH of2fmet ZCt,
AMO Blockchain A F G o|E{Ho] A&

Metric Database (Scheme)

Chunk Table

Record Row

2) HlojH &=

XtSAERE loT 7[7]10M MdEl= FA OlolEe| 0| HF Bot HESRI 0|80 =HO| Yz = ooz
AMO Blockchain@ 2 YZE St7|H0f OOl XAzt 3 xS Sl HERKI 0|82 XA o= IH2 CHEHS
S oot et HojH A= 2ueES AAYE HOIES =0 MESHK| 2 dR7t ooz Nk 24

gHS S HE/|R HY=Za MFSs UE 22 + AL

AMO TeamOlM= A|AIE HIOIH =S {8 & 7HX LES O|&St=H HHUMZE Timestamp Y&
AbsH

%
M Timestamp”t Ot HEZ X Record HA|ZtItC| XIO|S Abhoh HE} gt Abbstn, ofE ZHER gt 2H
2 Et

Record®t 1 O|7 Record®to| E} gro| X0 QI HE} gfo| &E

Of XtX|ots 8 a3t AIZE 5 UL

 (Delta of deltas)2 MO ZMN EtAA

delta of deltas: D = (tn — tn-1) — (tn-1 — tn-2)

FHN o= dEozE JEE = @2 1 O[T Record?| #tidh XOR ALt 2N g thezt Al7|1, O|F Sl
&5 Al ZCiete] 28 = & UARE o= LEOICH M O F JHX| A|AE HolH 2=Y#2 Gorilla Project
OlM Metsts ez off 1 gatt A& HE AL
Data stream
Compressed data
Header: w7 o ] : B 2 4] @ 4]
March 24, 2015 02:00:00 62| 12 10':-2 ‘0 ‘0 1111 000
Bit length 64 14 9 1 1 2+5+6+1
b) c)
N-2 timestamp | 02:00:00 - Previous Value 12.0 0x4028000000000000
N-1 timestamp | 02:01:02 Delta: 62 Value 24.0 0x4038000000000000
timestamp 02:02:02 Delta: 60 XOR - 0x0010000000000000
Delta of deltas:
-2 ( 11 leading zeros, # of meaningful bits is 1 )

Figure 21. AMO Blockchain Peer Storage Data Protocol
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3) NAEE Z2EZE
IPFSQ| HIO|Ef 7=t sYHA §F 7[7|0|M YZ2E & HO|E H3= Merkle DAG(Directed Acyclic Graph)S &3l
M M2 AZAEICE ZH Ho[E A9l jAIZ2 AMO Blockchain& 0l MEIHO|EQ] YE 2 MIEICE XA E A2
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HefoteA= HOAE2 At 270 w2t crdet oAl 2n2|ES 018 + UL
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3.2.4 Smart Data Contract
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b ULH O|E
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IOIHE =¥staxtst= ZE 7|¥a 742 ApAol EE2 YFstD Data 2 7€ & = ULCH AMO Team 2 F7Lt
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oF m|m

b

U

b s

2) |:-||0|E.| 7-IAH :'.I-E1 AP|
2oist A|AY OB 7F KHEE AMO Blockchain &0|AM Jste HO|HE s SH-s| 0§, 0837 fIshMe

Hosh ZM AAHO EXMoz TRBICH AMO Blockchain &0 Y2 E &l CjO[H7I XX ddE If X(tSHo=Z
2tSOIX|= MEEOIE QL HOJE $EA7F &Y 2dsh MEIHOIHE A2 HOoF HAHQ (intuitive) AMS A
= RACE 53], AMO Blockchain 2 AIAE HIOIHE SEH2=2 LIRL 282 AIZh 7|F2 Hds &3 w21
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S&ot 1Pg0| ER5ICH AMO Team 2 0O|2{st IHEE &4 6H7é

t= GOl E 25t

Al HIOJE A®Ate| IS 0|89

Oioje 2fd 9 o8HS Qs = BT Peer
=] f
& A= APIMEE HNSsiCt.

==sAMO

30



AMO Blockchain - Penta Security AutoCrypt® Reverse ICO

HIOIH XM& & API

tie2ko| AIAE GoJE 7t AMO Blockchain O] Peer Storage 2 Y ZE T|H 8T H|O|EH+& Smart Data Contract 0ff X &l
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3.3 H|O|E{ Eotu} 701 HS

Privacy-by-Design Zst(ZHIHEESE nafst A2 aSat SFoM E42o|ct,

ASAtE O O|EXe| eIt ESHA Ol A2B AHZIM YYE= CAR DATA GA| O|8Atel Rigst JWIZEE
Zotsh= 7 ROk B7t5k= Ato|H BZ|0|M AMO Market HOXIE 225t7| lsiM= gt HioJHoj| Cht 25 352
OHH FX[7t BtEA] 25t
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=9 XAsA Heb & JHQ YEES Jo|=E2tel
2A = ALY,

ago| #E MBS EAMS W20 Loprt A[A"E EA BARE M
= TSt AMO Market2 CFZC| E3 & 7t0|E2tQlE HI5HY

1) The key principles of vehicle cyber security for connected and automated vehicles (UK, 2017)
2)  Security and Privacy in Your Car Study Act of 2017 (US, 2017)
3) The Driver Privacy Act of 2015 (US, 2015)

4)  Federal Automated Vehicles Policy (US, 2016)

3.3.2 /HeIHE ASF}
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O|20{X|7| W20| AMO Platforme OfiHet HEE 23857t 22 4 Yt
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Chapter 5. Reverse ICO
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2007. Security between Vehicle and Diagnostic Device
2011, Security between Vehicle and Nomadic(mobile) Device
2012, Security for Patrol Car Fleet Management
2013. V2X Security over DSRC (WAVE)
2014, Mobile Telematics Security (consulting)
VDMS (Vehicle Data Monitoring System) Security
2015, AutoCrypt® Launched
Advanced Firewall for Vehicle O
2016. Security for C-ITS Testbed (Daejeon-Sejong)

(Cooperative Intelligent Transportation System)
2017. Security for Electricity Vehicle Charging System

Enhancement to C-ITS Testbed (Daejeon-Sejong)

Security for C-ARS Testbed (Yeoju)

(Cooperative Automated Driving Roadway System)

Security for K-City (Hwaseong)
(Korea Autonomous Mobility City) Q
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Figure 30. AutoCrypt® History
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Chapter 6. EEH

ICOO|= AMO Market 7=2 flof Of2fet 20| HHAE=Z 74 I MH|AE BHEY ofF0[Ch AMO ZEHE AMO Market
HoxtEe At 710e 4258 SHE AU HOAS 09 SHeE AMO Market §&0f et HEE = AL,

mjo

2018.05 @ - Public sale and token distribution

20183Q @ - AMO Mobile Wallet v1 Launch (AMO Token Transfer)
« AMO CA v1 Launch (Beta)

2019.1Q @ - Testnet Launch (AMO Blockchain Beta Launch)
« AMO Data Collector Launch
« AMO Mobile Wallet v2 Launch (Communication with Data Collector)
* AMO CA v2 Launch
» CAR DATA Open Specifications Release

2019.2Q ® - AMO Auto Wallet v1 Launch
« AMO Mobile Wallet v3 Launch (Cormnmunication with Auto Wallet/Testnet)
« AMO Foundation Established

2019.3Q @ - Mainnet Launch (AMO Blockchain w1 Launch)
« AMO SDK v1 Launch
= AMO CA v3 Launch
« AMO Asia Expo Open
2020.1Q @ - AMO Auto Wallet v2 Launch (Communication with Mainnet)
« AMO SDK v2 Launch
» Payment using AMO Wallet
20203Q @ - AMO Client for Service Provider v1 Launch (AMO Data Manager, GUI for SDK)

20204Q @ - AMO Blockchain v2 Launch
« AMO World Expo Open

2021.2Q ® - AMO Blockchain v3 Launch
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