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Executive Summary
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Chapter 2. AMO Market
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2.3 AMO Blockchain
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2.4 AMO Platform
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Chapter 3. Technical Details

3.1 CAR DATA +%
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Figure 13. CAR DATAO| E8lEl= XEX 7/2 2
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Processed CAR DATA
Unusable Collected Data CAR DATA
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Current Car Data CAR DATA in the AMO Market
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3.2 AMO Blockchain +Z=
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Figure 18. AMO Blockchain Node Conceptual Architecture
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44452344 s224f0CEA L, . ., iGendet:
1 o oia  aiasanay “velocity 1369150800 1369169800  Car :Prius
Maker : Toyota

Ecc8f708 Ecc8f708

Chunk body

TimeStamp Value
i 132 1283 i Record
141 1142
131 1101
114 1038
Figure 20. AMO Blockchain Peer Storage Data Structure
Hiole B3 doel 58 WEE2e= oY Ho|y HIAol MY Zf, HO|H7t M= 7|7|e Al It &g Lol &

A7t Zedotd Qs HOIHSl FF (metric) (eg. AHSA FRTL, ®Xf £ 5), i HIO[E H32 AlFat 2 Al
g, dM H AES et AAEA YUY MEMHOIE SO| RUCH

[

Hiolef F32| HiClols LFAIZ S Y Metric| M 2ot HOIE7F XM ez MYE=H MTEs W82

OO AMO
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CIOIE 7t &l F=tot A7t G|O[E{e] LHEO|C} O/ A GO|E 2 Al OtCH F7tE|l= HO|H H3A W2l StLto|
O|MIEE 2| Z = (Record)2t StC}
AMO Blockchain@| CO|E FZ&Qt 7|=0| AFEEE MySQL S92 AYCOO|E H| 0|2 (Relational Database)2| T2

2 H|mSHH Of2f et ZLCf.

AMO Blockchain A G o|E{H|o] A

Metric Database (Scheme)
Chunk Table
Record Row

Hloly &=

ASA 1oT 71710 d 8= TA GHo|He| 0| HF EoF UESRA 0|80 =HO| Y + A=
AMO Blockchain2 YZE 3t7|H0f HOH xH3t A ¢dHs Sl HER/R 0|&8= A28 ste WE2 HEHD
Sastof. LEHQl HojE 25 L2E2 AAE Ho|He Y=o HYSHA| W2 Z27t ALz 15 F4

=
U2 Sof UEYD ST NYIUS OB Y + YLk

AMO TeamO M= A[AZ CIO|H| ¥=S Il F 71X HHS
MH| TimestampZt Oftl HZ &M Record Z/dA|Ztutol X0|E
Record?t 1 O|F Record2to| FE} gro| xto| QI RE} o HEL Z
O| AX|st= 82 Z[Azt A|Z = UCH

1

oF

O|2st=H HHMZ= Timestamp FE U A
ALbe 2EF gF AAMSED, ST ZER Zint

! (Delta of deltas)2 AN ZMN EtJART ZF

delta of deltas: D = (tn — tn-7) — (tn-1 — tn-2)

FHRE 2= WEHoRE V|BEE #4S 1 O[F Record?| it XOR LS 2M ¢S Hhast Al7|2, Ol &3l
Y= Al Hjete] 2l & + URF St= Y-OICEH HA ”E*EF T 7HR AAE HolH L=Y#2 Gorilla Project
oA Hetsts E8e2 offl 1 sutzt #SE He ALt

Data stream

Compressed data

Header:

March 24, 2015 02:00:00 62 | 12 10': -2 0 ‘0 1111 :1:1 000
Bit length 64 14 9 1 1 2+5+6+1
b) c)

N-2 timestamp | 02:00:00 - Previous Value 12.0 0x4028000000000000

N-1 timestamp | 02:01:02 Delta: 62 Value 24.0 0x4038000000000000
timestamp 02:02:02 Delta: 60 XOR - 0x0010000000000000

Delta of deltas:
-2 ( 11 leading zeros, # of meaningful bits is 1 )

Figure 21. AMO Blockchain Peer Storage Data Protoco/

27



AMO Blockchain - Penta Security AutoCrypt® Reverse ICO

3) NME ZZEF
IPFS2| CIO|H ++=et SYstA £ 7|7|0M Y=2= =l H0JE M3 &= Merkle DAG(Directed Acyclic Graph)2 &5k
AN M2 HZEICH Z OIoOJE 39| 8iA|ZE2 AMO Blockchain&Of| HEFHO|E{S] LB Z MEEICH MEH=l SHAIZL
OOl NMELIXE &Oot7t= 820z HA9| WE=0| HELX AU=XE =Hlst T A
S0k 2t Mol "39| siAgt2 HESHAIE X|YSE 2 Smart Data ContractE O| 83l CtASH HIOEHE 3,
HefstH e HOXE2 24Xt 270 mat Crfst sjA| Yu2[F5S 0|8 += ULt

o
—

eHy #gEE

r|r

AMO Blockchain2 7 £7hs%t HIOIE 0| E3t=l Merkle?Z|Et2] £E8X 2l POR(Proof of Retrievability)g S3f UE
23 Mol Ho|H 3o WHEO| 2F MZ 7tsdtl, XF HO/H HIE SR & = JUsX =g 5= Ut o
23k POR A2 Peer Storage = =2 EAS =X AO|= AFRE £ QUCH

Peer Storage= IPFSOIA AL&3t= A1t | AFSH DHT (Distributed Hash Table)?| &2
1 A0PM WEA HEJS &9 oo F20| 7HSSIEh. AMO Blockchaindf XM=
IPFS2| IPFSObjectet =3t IO BEE JHX=& HAECE

SolA 2t ool F=E NMEol
= =x

E= HolH g3 HH

3.2.4 Smart Data Contract

AMO Blockchain 2 &= CAR DATA i OtL 2t 2= ZRO| AIAE HOIHE X5t IO EHES XS

1 ALt 0l

i
?/8l Smart Data Contract 2= 23&2| Smart Contract & X[25tH O|E0AM Y = UX HO|H HZHO| E3=l Contract 7t

2 Z0|tt. AMO Blockchain E3HZ0|A Smart Data Contract & O|8%}H AMO # OfL|2} Decentralize

E0M AlAE

d
E1|0|E1§ FUSIAASHE ZE 7Y JHel2 Aol EEE LE0ta Data of AHHE & + UL AMO Team 2 FTLt

AN
£27| Smart Data Contract & 243t AFE™ = JEE SDKE NSBICE SDK = otefel 7| Z&strt

Hole 273
Holg «fFzM O

ot Yol #2|= Decentralized 2HE0AM CHEHS| FSQ35ICH GO /A2 HO[Ho| TOHE
7ts7 St 712 WE2EM, X = MO HEXE HMelet R XSS Hlo[H O2I0AM HO|E O|8#E FoiY
& Ooly AF3o| et o|F2 7|2Xoz FX|Z0 RACL
Smart Data Contract 2| H|O[H AF{3 2H AP H& S O HOixt= HO|H A2fAS XMZF, =Qlsty HojlH ¥
Al S AFERIL] AFE R =0l & ChYe #ot 2| 7|s& 0|8Y = UCL

CIOIE ZM A AP

doist AIAE H0lE7t MEE AMO Blockchain &0IIA R3t= HIO|EE d=d| =dd 0, O[&3t7| M=
Hmdh AM A|ARIOl BaMoz HRStCh AMO Blockchain 0 ¥E2E &= HO|EH7t 2|X= MYE I AISHSE
2HSOX[= MEFHO|E2t CIOIH H8X7F A Zpdet HEIHOIHE AHAz oo HEHQ (intuitive) HMS +HY
& QUCt. £3], AMO Blockchain % AMAE HOHE SPHeR HFEL ez AlZt 7|E2 QYds S w=2n
detoh M ZtE NSotot Lo, Ao Heldn aede fd ¥ H2(Continuous Query)2| AEO| 7HSOHEE
NEg ofgoltt

CIOJE w2t 22 AP

Holy Fojx7t AM S S FOHE Jste HOHE =HSH HojEH Afd X 082 &olst = oiY Peer
Storage =A0| =4t XMYE HOH LHEHZ =T(Retrieve)otxl, L Al HOJH 2{Xtel 7|& 0884
2%t 21750| ZR3ICH AMO Team 2 0|23 IHHS A 6H’é%‘ + A= APINEE HM33tcth

-_—

OO AMO
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CIOIE ME 22 API

CHE&Fo| A[AE GO|E 7} AMO Blockchain 2| Peer Storage 2 YZE E|H o2 GO & Smart Data Contract 0ff X[ =l

YE|E 7tSE[0] Peer Storage Of 24 MZHEICH O|f, Contract o LHEO| M2t HIOHE MEE, ZEAMYst= 59
A | == YO et Ho|E{e| HEHOIE 7t M- dElCt ot HO|He| SRE0

ek ol 7ol =M= dds 2M4ME de2M Mol FAS WX|THTE. AMO Blockchain O M= XMEg HO|EQ|

o
7= U8, 2 52 NEY & U= HO0lH NT B API HEE HISHCL

A
_'_E

MH|A ZHAM(Service Discovery) £t API

AMO Blockchain & EMES =250 CtYSH DApp(Distributed Application)2 &g == ULk AMO Blockchain 2
DApp W XSO DApp 782 Al SHiE DApp Off CHS Ztefol @S & = U= APIE HSHH, AHEAE0H= AMO
Blockchain #f2| DApp 2| HEE HM & = U= APIE HSetct. 0|2 M AMO Blockchain 2| §&%t DApp 2 SE2

g mefstn o] 4 ULt

OO AMO
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3.3 H|O|E| HOotu} 7ol HS

Privacy-by-Design HSt(7IQHEESE 1

rot
nx
)
rlo
Rl
o
>t
rig
ox
=2
x
3]
4>
A
o
il

SAE O o|gxtel g THSHA 2EO0| UA2D AHI|IM dEE= CAR DATA Al O|8Ae| gt HAZES
oSt 47 BOh B7t5k= AtolH HZ[OM AMO Market HOXIE E25H7| fsiM= Blgsh CIOIHO| Tt 25 3529
OHE FX|[7t BEEA| RS}

3.3.1 EQ 70| Eg}

re
HA
4>

CAR DATAC| =%, T&, B, 0[80 0l2& & 10 &8 YHS ZXS| W=D LIof7E AIA"E A SHARH MA
=9 XSk £2¢b 8l Jjel HEES JHolE2elE E4SLh. AMO Market2 Chg2l & 2 70|E2tRlE &sHo]
A=A

1) The key principles of vehicle cyber security for connected and automated vehicles (UK, 2017)
2)  Security and Privacy in Your Car Study Act of 2017 (US, 2017)
3) The Driver Privacy Act of 2015 (US, 2015)

4)  Federal Automated Vehicles Policy (US, 2016)

332 /lEE A=23}

ArsA HelRoM 8= CAR DATA & A4 7HQIEEE EREs Y5 HO|HO| CHs{AM= ZtEst Fo[7t HAsiCh CAR
DATAE ==& E|= A|FHO| AMO WalletO A HAIEEE ZBSl= S sensitive data2 EHEHE|E= HO|HE Y= apotct ofmf 2t
AMO Wallet O M At&3t= 223t 7|(Encryption Key)E AuthentiCA®O| Al ZZ3ICH CAR DATA £2H|XH7F b5 shEl O OfE 9|

=235 EAR St= Z2, ol ditxiel Selg ojop st Selg =Sste Wl 5335 fI8iM 7] YEE
2|53t P2 AMO Market Platform Off Af 7(|'c'£J Ot 2F/Ateb FOIRE AtO]2] @ot 20 182 End-To-End ¥22HE Sl
O|F0{X|7| T{Z0| AMO Platform2 O3 HEE =235t ALE S 5 gICt

OO AMO
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— Market Participant —— AMO Market — —Market Participant -
Automobile User Automobile Manufacturer
Purchaserinformation AMO Platform Key Request Automobile Service Provider

— Encryption Encrypted AuﬁhMgt?(?A Encrypted -
E Key Information ( g °) Key Information

AMO Mobile Wallet

& |Authorizatic>n Encryption Data [uL

AMO Bldckchain

Blocks e [I];l]]_:_mm_:_
e LLLLIND A

Node i Node j Node k

User

Figure 22. AMO PlatformE &gt 228} LJO/EH o Cfgt 0/& A2l &=

3.3.3 ¢33l E4A ASolE HO|Ee] X%

2
Hot EME XLt olz{st CHAEZ EOHMulti-layered Security)® S8 CAR DATAZ} 253t 7| O CHA ol RH-SAtet
AMO Wallet 7t EAI Al HO|EQ] =&S YX|5t1, AMO Walletdt AMO Node 7+ 41 Al &3l 2l 7j0IHE 0]Qo Uut
JHOIEERL CAR DATAZF =LK R F ottt 4 XME F23E fdhiM= d=3t 7|17t ERstH i 7|2f ASA 2
2| MH|AE AuthentiCA®O|A XSSt

AMO Marketof M= EHOA2] 2 E2E 28f /HAZEE Y=osts A o= S ME XAHE F=ost= SSL/TLS

OO AMO
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3.4 CAR DATA AHzf

CAR DATAS| &3 H%Eul o|8A

ot

=2 8ol 33 7S HEst

AMO Market O A= CAR DATA ‘d4tXt7F HIO|EE d4tst0o] OOl XN S3dt, CAR DATA AH|AH= 0]0f Cist HO[H
0|2 H S ESTICL CAR DATA £4H|AH= 0|23 259 72 AMO CoinS OHZI0| X|&E3}1, O]= CAR DATA MAtof Chst
BHAOoZ ALRTICt HEflk|&= O|0|E{= CAR DATA 2} Processed CAR DATAS I etstrl

3.4.1 HOo|ff (3, o|8A

CAR DATAS| AR @2 CAR DATA *44HXLOIZ QUCE CAR DATA £H|X}Zh 7O4SE CAR DATAS| 0|8 @32 ST CAR DATA
SH[XHO A2 =0 ZICE MhakM, 0|8dh= HIO|HE MEUOSts ARAE =KAok Ads AH2=Z oifh MHA0| M2t CAR

DATAS| 0|87|Zt, && "?l 52 HMefol /s + ULk

— =

TOist CAR DATAE 0|23l 2%t 78 E Processed CAR DATAS| AQF2 2kt ZSXtO|AH QUCE Ctgh A Q#HO| EQet
Z+#HBEO] Processed CAR DATAS| MZZE A2 El A= CAR DATAS| A&7 HiE|l= ERE[X| &=L} CAR DATA, Processed Car

Datall &R0 ot 28 L Al 2H YEO TECH

3.4.2 Hlo|f ~{HXIQ| 0|8 57}

7|28 2o 2 CAR DATAS 0|83}7| 8= O 8T CAR DATA 28 Xto| 8712 UO{of $rCt Ctot ZHQIM ol BIZE T}
S22 2t JjoIYE 0|8t AL XhEAt O|2XAtel HO|E 28 2F Al Xt 38 =2 MY & £ QCh AFKtO| o7t
HHL AMO PlatformO| X| 230, AMO Mobile Wallet’™™ S8 0|83}0] M@ EICE

-
AT
o
4u
nx
[o12]

« XA-SAF O|8A Y

N E P
sal JHRIEE (Lv1) tsXtet O] 8XHE £F Xg = Ues HE
RS A} AFCH 15 (Vehicle Information Number)

Vv2X &4 H|olH

sl CAR DATA (Lv3) ODBE &dfl =% 7ts3t 2HAOl HE
e % FE S

00O AMO
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(RtSAtet O|8ALE &8 A2 + U= AX[7t

oas)
Ci-22F CAR DATA (Lv4) o M7} EFX|SH O|HIE ME (CAN Data 5) Sts =7 Al HE

Table 2. 7015 H9o] oy rfjst AL

3.4.3 End-to-End ¥¢=3lE St S YT A

AMO Market& 2| CAR DATA & =3t = OO|E= i HlO|HQ| FOjXITH0| S35t = QUL AMO ZHE A 027}
OL|M End-to-End Z=3tE Sl Y2 AHLL &2 L0 HTO| HEE = Y2 YXRUCH

3.4.4 %33} HO|E = H|AHS| Hjo|E Hef

HO|H dMAZRH 7|E =SoH0F oich Y=stEl HO|HE 2%t 7tE5H0]
o

[ —
At = &= b ZSHE|O{ A QtEICE Processed CAR DATAO
ZotE A3l HOHE SYSHA @ 7] A/XEREH 59 % 7|8 f SICE Ol= AMO Market Platform& S3lA

O|FOfZICt. H|AESt CIOIHE O|83tALE AHefle 32, HIAE=t JEfE FXIHOF StCt.

3.4.5 AMO Metric Management System

mj

AMO Platform 2| AMO Metric Management System CAR DATA 2} Processed CAR DATA 2| 74z{
HAISHEE. AMO Metric Management System& HI|O|E{Q] =82} &g, HO|HS {&2, AMO Coinl
BATHKIQE Al7|E &8 1B{sto 7|E7HAE HMAISICE AMO Metric Management System2 7|& 7tZ0| @2 O/X|&

fas0| 02652 ?/ot0] MY 2 7S S8

[::‘ff_] AMO
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3.5 H4 HA

AMO Market?| 2E FOXIS2 7|0{Q} Eo{o| HEHo iz} MESH HAZS Hhe=C)

3.5.1 HO|E] ditof mpE

HOlH 4o [HE 242 AMO Market2 St HIOIE H[AC[ OO 2foiM O|FO{TICH Ehe it S50 IHE
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Chapter 4. AH|A Of|A|

AMO MarketO| 2%} Z|QAS I CAR DATAE 0|&
£ MH|A XM E FHSHE 242 OfL|Ch ofafe] AH]

o Akt 2EF 0% 5 Moj F7| e

o XEA nFE olF W HME By

o AsXktet 20| et E B0 =t

o RS AL 24

o il SHEY HY dA

o MER[F = A BIOA EH

o XA BHEZ flst ™| A

o XA BHA U Rm FAE oY

« 29 9 SYNMN AEZ|YN AK

o 25 ) XASAOM SUst HEE HH

e Local Dynamic Map A{H|A

o FQXE 2ot CAR DATA &2

o ASAH #E JHAEES e 2L EHE

. RS ZH

L2 ?f SoM F2 MEA
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4.1 XSt 22| MH|A

AMO Market2 AMO DATA Collector™ME &3l &%t In-Car DATARL FHA, HH|A & MH|A HIXto|AMQl X33t
Processed Car Datag HIE 2= Xt&Xte| dojF7| SOt XAtsKt 2| HEfE HMS2HCh
g &0 SAXE Foig 49 Ot At Ols dE27F EXfSH| ME0| 0O|F FHt 2|5t & YPols B2 20|
SO{2UCH HME XSk 2[FH2 ASAE HMEAL, E™}AL SOA HOjA, XSASEAGL, A & o2 Ol 2HAXE
S=oloF St= "*EOIEF M zZ=AL SHIYHM & MH|2A HEXE7F Processed Car Data(AbSAh IhE, =2 O|Y, HAI O|F §)&
QHZT7L E7t5% AMO BlockchainOfl 7| ZStCHH AtsXp OfOjeb 2tEAE AlZH =363 Hobg 5= QT O|F & A&t
Ol &Xtof A LXP Hefl Al ot XtsAE =2le] gaEldE B EYs|AL, YHIA & MH[A MS M O|A User DataE
Nagez nHS0|A FH| Al7] B2 ZN BEEC29 WX S Value added ServiceE &3t MALY 7[2[E XN3THCf
ﬂ CARDATA w CARDATA
Car (Management Status) AMO
.O. CAR DATA Repalr Service
CARDATA ] MarkEt . Repair History
User (Management Status)
Repair Proposal |
Figure 20. Af&Af £I2] A{H[ OfA]
4.2 XtEXF At F4 AMH[A
AMO Market2 AtsAt LHEQF 2(F HIO|HE =TtCt At WAl XtSAte| MAMZE EX|ot HE = AMO Blockchain Peer
StorageOf MLt O|HA MEEH YE= £=dtAet iz RAEE EFSI0 8N 2AHZE &0 Eot MEE HEE
o

=
HIE2 2 XS At A[220|8E & & A2 XSA A 2121 730 AF8E ZAOo|L.
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dh
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Figure 21. X}&X} Afd 24 AfH[~ OfA]
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43 HES uEE ME MH 2

EHolME AEA EYEE MPY O 2Kl At ZEo| met 2o, €5 58 28 A MDA 288 HEoh
M= oot @ESE2 AT Qi XSk O[XAS0A FAA2|, AE, £2EtA gX| O|0jX| & CiYet YEE
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Figure 25. 535t HgE ME AHL OfA]

4.4 X}EX 5™ A FA MH| A

Offf AMEOIE FAE F2 7| STLE X7 flof 22 XNYs o #H Fdot H AS AO|Eh. AMO Market0i| A
IREAL AElE SHL FAY 2B YEE 0|85, STt F {H| A5
Xt

Y S AAE MEASO| TSOX| D 2YetE
T ULk ST2xp FAFY JEf YEE AMHIA HSots MPAE XSkt F T 7|7t FFSALE =AU Hash 49

o o
MY ke Rez oy & Ut

G Ltotzh 7felztel pap H7| A= Zhssitt M7|E Y 7|H22FEH SO AI8ste 7[EQ SYstE
gal, ®7| FOjRIb TORXIZES] HZAZ AMO Market2 O|&3t1, HiE{Z| THEF 9IX| YESS FIHS=E
TOHRR-EHONXE OHE H 7] A AR ME|A MESE ZHSOtHEt

1=
el =}
rir rr

ko
it}
OF

o) Status _
71 (P, o

Status > EE
Charging Equipment AMO CARDATA, Status

Service Provider
B —— CAR DATA
Car Market

Information for Charging or Parking

Figure 22. A}&X} ST A FAF AfH[2 OfA/

OO AMO 37



AMO Blockchain - Penta Security AutoCrypt® Reverse ICO

45 29 9 EPM AER|Y MH|A
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4.6 Local Dynamic Map A{H|A
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Chapter 5. Reverse ICO
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5.3 Penta CryptoWallet™
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Chapter 6. EEH
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* Public sale and token distribution

« AMO Mobile Wallet v1 Launch (AMO Token Transfer)
« AMO CA v1 Launch (Beta)

» Testnet Launch (AMO Blockchain Beta Launch)

» AMO Data Collector Launch

= AMO Mobile Wallet v2 Launch (Communication with Data Collector)
* AMO CA v2 Launch

» CAR DATA Open Specifications Release

« AMO Auto Wallet v1 Launch
« AMO Mobile Wallet v3 Launch (Cormnmunication with Auto Wallet/Testnet)
« AMO Foundation Established

« Mainnet Launch (AMO Blockchain v1 Launch)
« AMO SDK v1 Launch

= AMO CA v3 Launch

+ AMO Asia Expo Open

« AMO Auto Wallet v2 Launch (Communication with Mainnet)

« AMO SDK v2 Launch

» Payment using AMO Wallet

» AMO Client for Service Provider v1 Launch (AMO Data Manager, GUI for SDK)

« AMO Blockchain v2 Launch
« AMO World Expo Open

« AMO Blockchain v3 Launch
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+Ph.D & M.S., POSTECH « Chief Technology Officer, Penta Security
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» 20+ years experience in IT & Security

@

Erik Tan
Jaeson Yoo

Head of Operations, AMO Labs
Security Evangelist & Head of Biz Dev., AMO « B.A., University of Wales
Labs « Senior Manager, Certis CISCO
+ B.A., Occidental College + Senior Manager, LHN Group
« Principal Consultant, Cooper21 Consulting LLC. + 10+ years experience in IT
« 15+ years experience in business development

DS Kim

CTO, AMO Labs
+M.S.. POSTECH
+ XBRAIN Co-Founder
« Cloudbric Co-Founder
« 20+ years experience in IT & Security

1

SungKyoon Chung

Head of R&D, AMO Labs
« Creator of Penta Cryptowallet
+ M.S., POSTECH
« Founder of GRock Information
+ 15+ years experience in IT & Security
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